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Abstract 
Present methods for evaluating reliance on the information system security do not take into account the socio-technical nature of 
the information system and modern humanitarian approaches to the evaluation of reliance on them. The article defines the term 
"reliance to the personnel security of the information system" and substantiates a multi-criteria classification that categorizes 
evaluation levels of the reliance on the information system personnel security. The classification is the scientific novelty of this 
research. Seven stated evaluation levels of reliance on the personnel security are relevant to the seven evaluation levels of 
reliance on the information technologies embodied in the international standard ISO / IEC 15408-3: 2008 Information
Technology - Security Techniques - Evaluation Criteria For IT Security - Part 3. Security Assurance Components. 
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1. Introduction 
According to the report on security leakage for the 2014 year of InfoWatch Analytical Centre in comparison to 
2013 year, the number of data leaks in the world increased by 22%, in Russia - by 73%. In the distribution of leaks 
in regions on the first position by the number of leaks traditionally are the United States (906), on the second 
position is Russia (167), on the third is the UK (85). Whereas 71% of cases the information leakage was caused by 
employees of companies - present or former (69.2% and 1.4%, respectively) [1]. These figures indicate that a user, 
an internal client as the most important link in the information system are greatly underestimated in the practice of 
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information security. This conclusion is confirmed by the analytical results of the established approach to the 
achievment of reliance on in the security of information systems. The Standard ISO / IEC 15408-3: 2008 
"Information technology - Security techniques - Evaluation criteria for IT security - Part 3. Security assurance 
components" [2] as well as an identic Russian National Standard ISO / IEC 15408-3-2013 "Information technology. 
Methods and tools of security protection. Information Technology Security Evaluation Criteria. Part 3: 
Compomemts of reliance on security"[3] has a significant drawback. It attempts to solve the problem of reliance on 
security of the information system as a purely engineering system although nowadays any information system is a 
socio-technical. Therefore its safety can not be evaluated without taking into account trust to its users and, 
consequently, without the usage of scientific and humanitarian approaches. The problem of reliance on socio-
technical systems has been actively studied today in economics, sociology, psychology. Thus, A.B. Kupreychenko 
includes a number of basic structural elements of the to socio-technical system model trust into various types of 
people maintaining the system (the creators, providers, system moderators and other parties concerned) [4, P.435 -
436]. According to B. Uzzi, organizational trust is influenced by three groups of factors: organizational factors 
(characteristics of organizations) - the structure, the personnel organizational policy, organizational culture; 
relationship factors (situational characteristic) - the primary interaction, expectations, "cost of interchange"; 
individual factors (personal characteristics of the subject of trust) - the propensity to trust, self-efficacy, values [5]. 
However, the theory of information security pays insufficient attention to trust to the protected information system 
users although some personnel security issues are resolved up to standards [6] and even at the level of automation 
[7]. 
The contradiction between the increasing number of information leakage due to the fault of information systems 
users, on the one hand, and ignoring their users in the course of reliance on their security evaluation, on the other, 
determines the relevance of the problem of reliance on the information system user as its integral part, as well as the 
development of evaluation levels of the reliance on the personnel security of the information system. 
2. The reliance on the personnel security of the information system and its evaluation criteria  
"Reliance on the personnel security of the information system" we define as employers and employees 
subjective mutual expectation of constant observation of natural and moral laws, and commitment (personal 
component) as well as the competent actions in the field of information security (competence component) to 
ensure successful functioning and development of both entities. Subjective and objective ambivalence of a stated 
concept and analysis of modern approaches to the evaluation of reliance on the socio-technical systems made it 
possible to distinguish two groups of criteria for the reliance on the personnel security of the information system 
evaluation both for the employer and for the employee: competence and personal criteria. 
2.1. Personal criteria. The level of transformation the cultural capital of employees into the cultural capital of the 
organization (IDpers)  
It is stipulated by the modern needs of the person as a subject of economic life. According to the research, high-
priority for people in modern culture and having the greatest positive impact on economic development are the 
values of self-actualization, spirituality and search for pleasure [8]. It requires the observation of the employees 
cultural capital and its implementation on the organization. The research on the problems of cultural capital 
evaluation is in progress in modern economics [9 and etc.]. However, our developed technique of "cultural capitals 
relationship" appears to be the most heuristic to evaluate the reliance on the personnel security of the information 
system. Based on the identification of the reliance index as the ratio of employees cultural capitals in the 
organization and outside, it makes possible to monitor these capitals and the gap between them, to evaluate 
necessary directions of the organization's structural capital development for information security derisking in respect 
of each employee at any time. 
The index of reliance on each employee is calculated according to the formula as the ratio of two detected 
indicators for each employee: 
 
ܦ݌݁ݎݏ ൌ ܫܥܥܫܵ݌݁ݎݏȀܿ݋ݎ݌ ׷ ܫܥܥܫܵ݌݁ݎݏ ,                                 (1)  
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where: Dpers – the reliance index of an employee n; ICCISpers/corp – corporate cultural capital of the employee's n 
information security in the organization; ICCISpers – personal cultural capital of the employee's information 
security outside the organization. 
 
The task of the organization in achieving the goal of its information security protection is to convert employee's 
personal cultural capital (User IS) into the corporate cultural capital [10, p.9]. 
The developed technique makes it possible to solve one of the most difficult problems related to employee 
motivation, his subjective views and ethical and moral qualities, and not to be restricted only to the level of 
professionalism and the kind of personnel [11]. It affords the opportunity to get closer to solving the dilemma 
"manager-employee" ("Principal-agent problem" or "agency dilemma"), which raises when an employee (agent) 
carries out any action (makes a decision) on behalf of the manager (principal) and is ruled by his own 
considerations, interests and motivation, but not the employer's ones [12]. To solve the problem scientists have 
developed the principles of employee's incentive payments: informativeness (the maximum of information about the 
responsibilities and compensation payments); motivation intensity (extra payments from extra efforts, employee's 
response to motivation); monitoring of motivation intensity; equivalent compensation to the motivation intensity of 
the employee [13]. These principles underline the need for achieving the employer and employee feedback in the 
process of stimulating the latter to implement his cultural capital. 
2.2. Personal criteria. The level of mutual trust of employers and employees (LDD)  
Foreign publications offer the following classification and characteristics of the bases of trust: the absence of 
trust - based on deterrence; low level of trust - based on the analysis; confidence level - based on knowledge; high 
level of trust - based on relationships; absolute trust - based on the identification; authentic trust [14, 15, 16, 17]. To 
avoid abovementioned "agency costs" [18], experts propose to use commissions; remuneration as percentage of 
profit; piecework payment; performance measurement; the list of all agent's obligations; threat of dismissal of the 
agent [19]. In consideration of this bases of trust classification, note that not all of these measures can help improve 
trust between an employer and an employee. For example, the threat of dismissal of the agent is deterrence, and 
therefore it is the basis of absence of trust. The most appropriate level of trust for the information security begins 
with trust-based relationship whereas the interaction is the ontological basis of security, including information one. 
2.3. Competence criteria. The level of awareness in information security (LAP) 
The most well-known standards and recommendations on awareness building process are: PCI Council Best 
Practices for Implementing a Security Awareness Program,  NIST Special Publication 800-50,  ENISA The new 
users' guide: How to raise information security awareness, Russian National Standard ISO / IEC ɌɈ13335-3—2007 
Security techniques, ISO / IEC TR 13335-3: 1998 Part 10.3 Personnel training on information security, ISO 27001, 
COBIT 5, etc.  Thus, ENISA recommendations include 71 awareness criteria, which can be divided into seven 
groups and brought in line with standard evaluation levels of the reliance on the personnel security of the 
information technologies. 
2.4. Availability of monitoring the dynamics of the cultural capital of the organization procedures covering 
organizational measures to enhance reliance on personnel security of the information system (DP) 
Personal and corporate cultural capitals in the organization should be objects of planning, accounting, 
monitoring, evaluation and improvement, and all these processes should be documented. This will indicate the 
level of management awareness of the importance of working with personnel on the usage of their knowledge, 
skills, experience and achievements for the economical growth of the organization and awareness of it. 
The analysis of the indicators on the abovementioned criteria helps discern the level of the categorical 
personnel structure (LPR) and  the level of labour risks. In any organization, there are four personnel categories 
which are selected depending on the performance of employees, on the set of their knowledge and skills, as well 
as psychophysiological peculiarities: personnel - capital, personnel - resource, personnel and staff. 
638   L.V. Astakhova /  Procedia Engineering  129 ( 2015 )  635 – 639 
The  structural relationship of these categories influences the level of possible labour risk: high, medium and 
low[20]. The more procedures are carried out in the organization the more personnel of the category "personnel-
capital" which can affect the economical growth it has and the lower is the level of labour risks. 
3. The multi-criteria classification of evaluation levels of the reliance on the personnel security of the 
information system 
      The abovementioned criteria can be taken as the basis for the multi-criteria classification of evaluation levels of 
the reliance on the personnel security of the information system.  Each level can be described by the model:  
ࡱࡸࡾࡼࡿ ൌ ࡵࡰ࢖ࢋ࢙࢘ ൅ ࡸࡰࡰ ൅ ࡸ࡭ࡼ ൅ ࡰࡼ ൅ ࡸࡼࡾ                                                                               
(2) 
where: ELR PS  – evaluation level of the reliance on the personnel security; IDpers – the reliance index of an 
employee on the organization (the level of transformation the cultural capital of employees into the cultural capital 
of the organization); LDD – the level of mutual trust; DP – monitoring the cultural capital of the organization 
procedures; LPR – the level of labour risks on the ratio of personnel categories; LAP – the level of staff awareness 
of information security. 
Each of seven evaluation levels is characterized by indicators for each of the selected reliance criteria (Table 1). 
For example: 
 
ܧܮܴܲܵ͹ ൌ ሺܫܦ݌݁ݎݏ ൌ ͲǤͺ െ ͳሻ ൅ ሺܮܦܦ ൌ ܣݑݐ݄݁݊ݐ݅ܿݐݎݑݏݐሻ ൅ ܮܣܲ ൌ ͹ሻ ൅ ሺܦܲ ൌ ͸ሻ ൅ ሺܮܴܲ ൌ ܮ݋ݓሻǤ  (3) 
 
       Table 1. The multi-criteria classification of evaluation levels of the reliance on the 
       personnel security of the information system. 
ELR 
PS     
IDpers Personnel 
categories      
LDD LAP DP LPR 
1 0,2 Staff The  absence of 
trust – based on 
deterrence 
1 - High 
2 0,3 Staff The  absence of 
trust – based on 
deterrence 
2 1 High 
3 0,4 Personnel Low level of trust 
– based on the 
analytics 
3 2 High 
4 0,5 Personnel Confidence level 
of trust – based 
on knowledge 
4 3 Medium 
5 0,6 PersonnelͲ
resource 
High level of 
trust – based on 
relationships 
5 4 Medium 
6 0,7 Personnel- 
capital 
Absolute trust – 
based on the 
identification 
6 5 Low 
7 0,8-1 Personnel- 
capital 
Authentic trust 7 6 Low 
4. Conclusions 
The growing number of information security incidents caused by corporate staff requires the development of 
methods of the reliance on the information security system evaluation by their personnel security enhancement. 
However, present methods of the reliance on the information system security evaluation do not take into account the 
socio-technical nature of the information system and modern humanitarian approaches to the evaluation of reliance 
on them. Determined on the basis of interdisciplinary research evaluation criteria of reliance  for the first time 
allowed to justify theoretically the multi-criteria classification of evaluation levels of the reliance on the personnel 
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security of the information system. Seven stated evaluation levels of reliance on the personnel security are relevant 
to seven evaluation levels of reliance on the information technologies embodied in the international standard ISO / 
IEC 15408-3: 2008 "Information technology - Security techniques - Evaluation criteria for IT security - Part 3. 
Security assurance components". The practical relevance of the research involves the possibility of expanding the 
content of evaluation levels of reliance in the abovementioned standard to improve the information technologies 
security. 
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